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The problem which alerting is trying to solve 

Pamphlet No. 2 

Abstract 

Alerting with technology is one of civil safety‟s most intractable problems. Indeed, the 

experience with radio since 1912 reveals that there are recurring problems from alerts 

either not alerting at all or engendering ineffective action. 

These recurring problems are essentially two aspects of the same problem, namely; the 

Alerting Problem which is the problem of relating signals to the brain and the resulting 

cerebral activity to effective action. 

The intractability of the Alerting Problem even suggests that advanced messaging 

technology, if used well, inhibits the faculties required to convey alerts safely and 

correctly to the brain in any event causing an emergency. 

This pamphlet, then, looks into the Alerting Problem from a human viewpoint to point 

out the practical importance of differentiating between alertness and intelligence when 

planning to convey alerts with technology. The human viewpoint is crucial in deciding 

whether or not a method of conveying alerts is fit and adapted to alerting. 
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The problem which alerting is trying to solve 

Pamphlet No. 2 

I The problem of alerting safely and correctly with technology 

One of civil safety‟s most intractable problems is alerting safely and correctly with 

technology. The launch of the Personal Localized Alerting Network (PLAN) by the 

Chairman of Federal Communications Commission (FCC) in New York on May 10, 

2011, confirms that alerting with technology is a big issue, even in tech-savvy countries 

like the US. 

 

 

 

 

 

 

 

 

 

 

 

FCC Chairman Genachowski, and New York Mayor Bloomberg, 

at PLAN launch ceremony, in New York, May 10, 2011 

Indeed, according to the remarks prepared
1

 by the FCC Chairman “one shortcoming 

that was exposed on 9/11 is that emergency authorities didn‟t have the ability to send 

alerts with vital instructions to people‟s mobile phones – nor the ability to break through 

network congestion”. 

Consequently, PLAN which is “a new technology and service that will turn your mobile 

device into an emergency alert device with potentially life-saving messages when public 

safety is threatened” is foreseen for; 

 government officials to send text-like alerts to everyone in a targeted geographic 

area with an enabled mobile device. 

                                                 

1

 Available at: http://transition.fcc.gov/Daily_Releases/Daily_Business/2011/db0510/DOC-306425A1.pdf. 
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 reaching the right people, at the right time, with the right messages, and 

 creating – thanks to AT&T, Sprint, T-Mobile, and Verizon – a fast lane for emergency 

alerts, so this vital information is guaranteed to get through even if there‟s congestion 

in the network. 

In FCC Chairman Genachowski‟s view, PLAN could make a tremendous difference 

during disasters like the recent tornadoes in Alabama where minutes – or even seconds 

– of extra warning could make the difference between life-and-death. 

Two observations, however, suggest themselves at this point. First, unheeded lessons 

from past emergencies and disasters show that alerting is not a technological problem 

but a problem of relating information to the brain and the resulting cerebral activity to 

effective action. 

 

 

 

 

 

 

 

 

 

 

It is impossible to logically and technically control information fully. 

Second, that the FCC Chairman just may be speaking outside the limits of his 

experience because the experience with radio, beginning with the loss of the S.S. 

Titanic in 1912, is that what works on a typical day, does not work in a worse-case, and 

in consequence the practice of alerting with radio has developed to rest on two distinct 

modes of transmission: the first – in which transmission is end-independent – using the 

alertness of the mind for when alerting is the last line of defence, and the second – in 

which transmission is end-dependent – using the intelligence of the mind, for when 

alerting is not the last line of defence. 

With this Pamphlet, then, I wish to make contributions to the theoretical and practical 

understandings of the Alerting Problem which, in this Pamphlet, is the problem of 

alerting with technology in order to relate information to the brain and the resulting 

cerebral activity to effective action. 

I also wish to outline to patient readers some basic principles to safeguard the practice 

of alerting with radio in the future. 



 Samstagern, 23-07-2011 

© Swissphone Telecom AG, July 2011, Samstagern, Switzerland 3 

1 The major problem in alerting with technology (Theory) 

The major, fundamental, problem in alerting with technology is to manifest the need for 

action that has to be effective without any distress being apparent at all. 

Manifesting, or evidencing, the need for effective action without any distress being felt 

at all requires, amongst other; 

1. being alert all of the time, i.e. 24/7/365, to gaps in information or what could happen 

rather than to what should happen, and 

2. knowing what could become the basis for effective action. 

The need to address these two fundamental requirements becomes apparent as soon 

as one realises that requirements are being driven by what is required to send/receive 

alerts rather than the need to be alert 24/7/365 with the knowledge of continually 

evolving conditions that could become the basis for effective action. 

We know from descriptions of social actions that technology for sending and receiving 

alerts is not part of the solution but part of the problem simply because; 

1. there always are gaps in information, 

2. information is outside of human control, and 

3. technology cannot distinguish between proper function and accidental function. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Thus, when addressing the problem of alerting in any event causing an emergency, a 

distinction must be made between critical signals and distress signals. 
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When discussing alerting with technology, it is safe to consider that critical signals have 

no force, but that distress signals have the immaterial force by which living beings are 

animated and their vital functions maintained. 

2 Alerting with technology – present day problems (Practice) 

Most of the intractable problems in alerting with technology stem from the really 

dangerous cocksureness that some engineering can prevent abuse. 

To get to the issue, consider the automatic fire alarm problem. About eight out of ten 

fire calls are from automatic alarms. But, these alarms often call in situations when there 

is no fire and so, the fire service is frequently duped into thinking there might be a 

working fire when, in fact, there is none
2

. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Here one can see that critical information is not vital information and that reliable 

technology – if there was such a thing – does not guarantee that the information (which 

is synonymous to technology) is trustworthy. 

Clearly, the Paging Industry has to set aside the cocksureness that it is possible to 

control information fully. This means that the Paging Industry has not only to note but to 

accept that that in alerting with technology: 

a) It is essential to differentiate, amongst other, between alertness and intelligence. 

                                                 

2

 For a US fire service view of this problem, see: http://www.fireengineering.com/index/articles/generic-article-

tools-template.articles.fire-engineering.firefighting.structural.2011.05.ruckreigel-false-alarms.html 
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b) Electromechanically generated alarm signals are neither alerting nor distressing 

signals. 

c) Alerting is not notifying. That is not to say notifying is not used in emergencies, but 

to underscore that with notifying there is the added complication of having to 

generate life-saving messages that are effective. 

However “understandable” a life-saving message is it may not be understood 

before the window of opportunity closes. With the introduction of more and newer 

technology, this lesson often is lost; for example, investigators of an MD-82 plane 

crash found its ground proximity alarm had worked „perfectly‟. But the last words of 

the Chinese pilot on the cockpit voice recorder were: "What does 'pull up' mean?" 

(Jones 2003, §5. Inability to understand computer-generated speech). 

Understanding did not occur and this tragedy shows that alerting begs to be better 

understood. 

d) Digitisation suites everyone – well, almost everyone. However, nothing has only 

advantages; there are also disadvantages and that the Paging Industry, the FCC 

and other regulators are ready to analyse the disadvantages of digitisation in an era 

of cyber-insecurity is extremely important to the protection of life and country. 

2.1 The really dangerous factor in alerting with technology 

Digitisation is the conversion of flowing analogue signals by a mental-physical interface 

into a digital domain that is powered by electricity. 

Digitisation is performed by digital technology which usually works well. But digital 

technology has not got advantages only. The growing threat to society from cyber-

insecurity makes it patently clear that it also has disadvantages. 

The really dangerous factor confronting the whole of humanity today is the 

cocksureness obtained from the common, but false, conviction that digital technology 

is in every way superior to analogue technology. 

Digital technology raises extremely difficult political questions about the potential 

conflicts between openness and Homeland Security; about the precise effects of 

switching off software intentionally
3 

or of computer failures; about the appropriate 

responses to the chronic shortages of IPv4 addresses and broadband spectrum, and 

so on and on
4

 – as any policy analyst well knows. And there are more fundamental 

                                                 

3

 The Chernobyl nuclear disaster in April 1986 and the Northeast American Blackout in September 2003 were 

due to human operator error, with control software intentionally switched off. There is no ground in either case 

to suppose that had the control software not been switched off, that failure would have occurred. This means 

that humanity is facing a very serious dilemma that it cannot now resolve. 

4

 See, for example, Notice of Inquiry FCC 11-55 in the matter of Reliability and Continuity of Communications 

Networks, Including Broadband technologies effects on Broadband Communications Networks of Damage or 

Failure of Network equipment or severe overload at PS Docket No. 11-60, Adopted April 7, 2011 
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problems with digitisation, particularly from gaps in information, which not only 

adversely affect people and computers but the entire domain of cyberspace also. 

2.1.1 Cyberspace 

Cyberspace is impossible to circumscribe. But it can be thought of as new information 

and innumerable new connections and dis-connections each second, some of which 

quite naturally escape control, such that now no country has a way to safeguard itself 

from information that may be corrupted (by error or malice) in a computer (or person) 

working in connection with, for example, a major power plant. We see this time and time 

again with disruptions such as in Italy in September 2003
5

, in the Northeast American 

Blackout a month before, and so on, since the nuclear accident at Three Mile Island in 

1979
6

. And since causal relationships due to signals permeating billions of people and 

machines in cyberspace are quite obscure, neither users nor the present system of 

policy-making and international cooperation in standardisation can realistically hope to 

regain control of cyberspace – and yet, as a new mental-physical interface it takes care 

of “Critical Infrastructures”, so-called because some very dangerous and serious (i.e. 

critical) issues that cannot now be resolved have been formally recognised. 

Basically, thanks to digitisation and cyberspace, the whole of humanity now is faced by 

a qualitatively new civil safety environment. 

2.1.2 The qualitatively new civil safety environment 

The most obvious change in civil safety is from the barrage of academic and other 

professional certification requirements erected around civil safety by Homeland 

Security. The immediate consequence is that: 

 More and more people in civil safety are becoming aware of the fact that 

technomania is part of the problem, not part of the solution. 

 Governments no longer control standards and outcomes as they use to, today all 

they can do is insist on “good governance” (i.e. responsibility), particularly at the 

local level which is where safety decisions matter most. 

 Officially established civil safety organisations are obliged to be much more 

selective in leveraging voluntary work as evidenced by their growing problem to 

recruit, train and retain volunteers. 

The second development that justifies the assertion that a qualitatively new civil safety 

environment has emerged is that in increasingly complex ways infrastructure controls 

are shifting from people to computers. Today, it is no longer known which computers, 

                                                 

5

 CNN. (2003). Blackout – Italy recovering from big blackout, CNN, 28 September 2003. 

6

 The President‟s Commission on the Accident at Three Mile Island, (1979). Staff Report to the President‟s 

Commission on the Accident at Three Mile Island – Report of the Emergency Preparedness and Response Task 

Force. Washington, D.C. 
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where, are being used to achieve what, let alone how. What is clear, however, is that 

wherever computers are in control, there is no known point of control such that when 

things go wrong, it is difficult to pinpoint exactly where the fault has occurred. 

Worse, as long as the computer which is faulty, or which is functioning correctly but 

using incorrect data, is not stopped, it can generate a false signal for another, and so 

on
7

. This we now know can quickly result in an uncontrollable spread of system failures, 

each triggered by the last. 

The third development which underscores that civil safety is qualitatively different to 

what it was before the emergence of cyberspace and Homeland Security, is the 

growing list of everything that goes under the euphemism of “cyber-security”. 

Securitising cyberspace is no trivial issue. 

Firewalls, antivirus software, sensible concealment of passwords, etc. are necessary 

precautions in cyberspace but it is hard to tell what such “security measures” actually 

do and in any event they neither reduce the risk to zero nor eliminate the hazards. After 

all, a cyber-disruption can occur wherever interacting people or content are corrupt or 

used maliciously. Simply put, coping with a mental-physical interface to cyberspace is 

no different than coping with the Biblical reality that the behaviour of a person or of a 

technology that is penetrated by information cannot be described adequately. 

Following on immediately from the foregoing, it stands to reason that the threat from 

cyber-disruptions to the practice of alerting with technology has to be mitigated. 

3 Principles to safeguard the practice of alerting with radio 

On the one hand, any system of information distribution, no matter how carefully 

designed, will fail to transmit at some time or other. On the other hand, it is not 

necessary for any network node to assume the burden of deciding for other nodes 

whether or not there has been a transmission failure. Self-organising end nodes (i.e., 

human beings) will have to make that decision on the basis of information that is 

offered or not offered. 

In a life-and-death situation, a blip in the technological universe must not cut the path. 

Saltzer, Reed and Clark, computer scientists of the Massachusetts Institute of 

Technology, provide a reasoning tool e2e (the 'end-to-end arguments') against 

vulnerability to transmission impairments of all kinds. They argue: 

1. A function can be completely and correctly carried out only with the help of the 

application at the end points. 

                                                 

7

 See, for example, National Transportation Safety Board, (1997). Grounding of the Panamanian Passenger Ship 

„Royal Majesty‟ on Rose and Crown Shaol near Nantucket, Massachusetts, June 10, 1995, Marine Accident 

Report, Adopted: April 2, 1997, Notation 6598A, National Transportation Safety Board, Washington, DC 20594. 

Available at: http://www3.ntsb.gov/publictn/1997/mar9701.pdf 
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2. It is wasteful for a network to replicate any function that the end nodes perform 

anyway. 

The first e2e is used to take the competence for the transmission of information away 

from the network and assign it fully to the ends. However, in any network it is impossible 

to know the competence of the ends. For example, no one can tell what the “nice 

young terrorist from next door” is up to. It must never be assumed that an interoperable 

end always collaborates loyally with other ends. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Two-way paths are not always reliable, or to be more precise, trustworthy 

The ends of any two-way paths are not safe from each other because, at the very least, 

they are vulnerable to misunderstanding and to carelessness by one or both ends. That 

is to say, interlocutory processes are end-dependent, as opposed to end-independent. 

Protecting paths in alerting, therefore, requires a further essential step which consists of 

dividing information-mediating devices into two classes: the first – through which 

information flows are end-independent – comprising all one-way devices, or those 

which are self-sufficient and dependent on the alertness of the mind, and the second – 

through which information flows are end-dependent – all two-way devices, or those 

which use interlocutory processes and are dependent on the intelligence of the mind. 

With this crucial distinction between alertness and intelligence, one finds that paths in 

alerting with technology are best protected by one-way radio technology because: 
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1. Physiologically speaking, one-way devices rely on perception. This solves the 

problem of being alert 24/7/365 to gaps in vital information and, by the same token, 

brings a major simplification in instrument and network design. 

Perception depends on flows of vital signals that are generated and received 

through the heart, the lungs, the stomach, the memory, the skin, the hands, the 

eyes, the ears, the nose and all other avenues of sensory perception. 

Perceiving is the natural process of translating vital signals unconsciously and 

subconsciously from all avenues of sensory perception. It is the simplest and most 

straightforward means by which individuals and organisations realise the nature of 

information that is coming and of being permanently alert to any vital gaps therein. 

There are gaps in vital information when safety is compromised. Sometimes there is 

no opportunity of obtaining or providing the imperatively needed missing vital 

information. Fatality is generally averted by alerting quickly, the quicker the better 

the result and the quickest way of alerting hinges on perception as either the first or 

last line of defence. 

Finally, it is absolutely crucial to understand that a person‟s perception continuously 

changes without any knowledge that they are doing anything different at all and that 

paging, provided it is implemented properly, is not for what people are supposed to 

do, but for what they are going to do. Put another way, paging is for what could 

happen, not for what should happen. 

2. Self-sufficient is an intrinsic characteristic of autonomous transmitters and receivers. 

It means transmission takes place independently of the receivers and that signals 

neither pass through the underlying network nor a common node: 

 Signals are transmitted regardless of the state or whereabouts of the receivers. 

 Adding more receivers does not deplete the resources (power, time) of the 

transmitter. 

The interlocutory processes of a PLAN, or land mobile radio network, are not 

independent: if too many radios listen-in or call simultaneously, the network 

becomes congested and both further listeners and callers are blocked from 

listening-in or calling. 

Furthermore, like the competence of the ends, interlocutory processes are 

impossible to define in a way that would have wide acceptance. They can be 

described in terms of their hardware, software and orientation. However, if they 

work well the result is not the absence of negative acknowledgements (NACKs) 

in the interlocutory process, but myriad unpredictable activities – human and 

extra-human (device-to-device) – with unforeseeable outcomes. 
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4 Trusting in what people will do and engaging them to do it 

The bottom line is that technological arguments are insufficient for deciding whether or 

not a technology is fit and adapted to alerting. 

As a matter of fact, they are refuted over and over again by reports from researchers 

and the civil safety community
8

 reporting that what works on a typical day does not 

work in a worse-case; sociologists are quite right to say that lessons-learned from past 

emergencies and disasters are unheeded. 

To be clear; a “typical day” is when routine procedures, resources and commonplace 

infrastructures are adequate to get the job done, and a “worse-case” is when routine 

procedures, resources and commonplace infrastructures are inadequate to get the job 

done. 

What is probably more interesting than errors of common sense which fail to reflect how 

technologies themselves can help – or hinder – effective action, is what can be learned 

from past emergencies and disasters to develop an understanding of what people will 

do and trusting that they will do it when safety is compromised. 

Lessons-learned from past emergencies and disasters provide an occasion for the 

much needed radical change in our understanding of alerting with technology. They 

reveal, amongst other, how information problems, or more precisely gaps in 

information, present themselves, the way hazards are grouped, and warnings are 

created, issued, perceived and treated. 

Combatting errors of common sense can begin with, for example, Mileti and Sorensen‟s 

grouping of hazards (Mileti et al. 1990) which provides a basis for deciding how and 

when to warn and, by extension, which category or class of alerting technology is 

required to bring about specific actions by personnel engaged in civil safety. 

Mileti et al. found that for hazards with rapid onset, close proximity or both the most 

effective means of warning is a combination of one-way (i.e. paging, sirens, 

broadcasting) and two-way technology (i.e. telephony which since then is better 

represented by GSM, LTE, etc.). Two-way alone is inadequate unless the available 

warning time is at least an hour. 

 

 

 

 

 

 

                                                 

8

 See: Communication Will Always Fail! By J. Scanlon, Director of Emergency Communications Research Unit, 

Carleton University, Canada, available at: http://www.races.org/press/Communications_Will_Always_Fail.pdf 

A hazard is something that has the potential to cause harm. 

A risk is the chance, high or low, of that harm occurring. 

A precaution is a measure taken, in advance, to lower the risk of harm. 

A crisis is a breakdown in the ability to make live-saving messages meaningful. 
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Mileti-Sorensen (1990) grouping of hazards – basis for deciding where and 

how warnings are created and issued and when alerting is necessary 

5 Alerting safely and correctly with technology in the future 

Today, Public Safety is being replaced by Civil Safety which means that a new form of 

governance is emerging. At the same time, digital technology is revealing its true 

colours as it emerges from the State controlled ghetto in which it and Public Safety were 

confined until the very end of the 20
th

 Century. This means governments no longer 

control outcomes as they use to, today all they can do is hope in “good” governance. 

In the world as it exists, “good” governance requires an alerting philosophy that is 

cautiously described but perfectly clear. Such a philosophy should not be based on 

PLAN or the “10 Benefits of Paging” (See Annex 1). Rather it should first speak to the 

need for volunteering by both career and volunteer personnel vis-à-vis problems of 

safety, health and the protection of the environment, then on the requirement to 

differentiate between what, in alerting safely and correctly with technology, rests on 

human alertness on the one hand, and human intelligence on the other hand. 

 

Edouard Dervichian, Business Development, 23-07-2011 
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Annex 1: Comment on PLAN and the “10 Benefits of Paging” 

The really dangerous factor confronting the whole world today is the cocksureness that 

some engineering can prevent abuse. 

Following is an example of this cocksureness. 

“Paging reliability is usually greater than 99.9% and because it uses a broadcasting technology 

known as "simulcasting” enabling radio signals to be received from a variety of base stations at the 

same time, pagers work even if one or more transmitters are not functional.” [European Mobile 

Messaging Association, (2011). 1. Reliability, 10 Benefits of Paging.] 

“During major national emergencies and events such as New Year‟s Eve, other networks can 

become congested and messages are then delayed. As paging messages are transferred via an 

independent distribution network they are not affected by congestion and are ideal for pseudo real 

time messaging.” [European Mobile Messaging Association, (2011). 5. Ideal For Critical Situations, 

10 Benefits of Paging.] 

It obviously matters little that paging networks can be adversely affected by congestion; 

that they are not ideal for messaging; that critical messages – whether sent via a paging 

network or a PLAN – often appear to be irrelevant; that the limitation of messaging in 

alerting is exposed by established (DRC Type I) organisations becoming dysfunctional 

before, in and during “national emergencies”. 

It is hard not to conclude that the language and phraseology of the Paging Industry is 

not deliberately misleading. What is technology that is reliable? Is it technology that fails 

when it is not needed, or is it in the most critical situations with the greatest threat to 

society, technology that works but that sends messages that cannot be understood? 

Examples that no indirect information passing technology is reliable are easily found. 

“Most concerning was evidence of delays in delivering pager messages through the Emergency 

Alerting System. The CFA‟s Operations Manager for Region 8, Trevor Owen, sent a pager message 

at 16:00 to all crew in the region with a red flag warning of the wind change expected at 18:00. 

When this message had not been delivered by 17:40 Mr Owen had to arrange for the red flag 

warning to be delivered by other means. In Bendigo, the CFA Region 2 Regional Duty Officer, John 

Cutting, found at 13:14 that there was a very large backlog of Non-Emergency and Administrative 

pager messages, including strike team activations and weather updates. Peter Lockwood, the 

Incident Controller for the Churchill fire, attempted to notify crews on the fireground of the fireground 

incident channels by a pager message sent from the Sale RECC. It was not delivered until the early 

hours of the following morning. Rodney Holland, Group Officer for the CFA Whittlesea-Diamond 

Valley Fire Brigades Group, attempted to alert all members of the Group's brigades by pager of the 

imminent impact of the Kilmore East fire on the Group Area. The page failed.”
9

 

 

                                                 

9

 2009 Victorian Bushfires Royal Commission, Systemic Issues – Communications, Submissions of the 

Counsel Assisting, SUBM.508.001.0001, § 1.6, pp. 3. Available at: 

http://www.royalcommission.vic.gov.au/getdoc/f17431f8-0842-484c-90bf-c25da6f209f9/SUBM-508-001-0001 
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“Representatives from two York County fire companies said they were unaware of the initial call just 

before 11 p.m. because the county's new emergency paging system did not work. Firefighters had 

to find out through the old paging system, by listening to scanner traffic or by being contacted about 

the emergency by phone, which delayed their response to the call in the 3500 block of West Canal 

Road, they said. Eric Bistline, the executive director of York County Emergency Services, said he is 

baffled at what happened. A preliminary investigation at the 911 center showed a text page went out 

to fire companies Wednesday night, but Bistline later learned from firefighters Thursday morning that 

they never got the message.” [Mike Hoover, 17-04-2009, 911 Probes Communication Failure, The 

York Daily Record]. 

It matters little, so we think, whether or not a statement is true so long as it is comforting 

and therefore readily accepted. That is self-deception. There is no other term that fits 

the case. Moreover, it is in effect, saying: We know best! Ours is the One-Best-Way to 

send and receive alerts. This may be called the behaviour and attitude of a parvenu. 

After more than a decade of self-deception we have become, properly speaking, fools. 

So now, then; Will the Reliable, Redundant, Resilient Paging System in the room stand 

up please. 

Good Paging System; you have earned yourself a fourth „R‟. 

Oh, thank you sir! Does that mean I become Recyclable? 

No, it means you are Ridiculous. 

Today, the Paging Industry‟s biggest challenge is not creating snazzier technology, it is 

creating and communicating a consistent alerting philosophy that must be cautiously 

outlined but which is perfectly clear. 

The present alerting philosophy of the European Paging Industry (the core of which is 

based on messaging with paging) is not philosophy at all – it is trash. 
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