
 

Before the 

FEDERAL COMMUNICATIONS COMMISSION 

Washington, D.C. 20554 
 
In the Matter of 

 

Targeting and Eliminating Unlawful Text 

Messages 

 

) 

) 

) 

) 

) 

 

 

 

CG Docket No. 21-402 

 

 

COMMENTS OF THE BLOOSTON RURAL CARRIERS 

The law firm of Blooston, Mordkofsky, Dickens, Duffy & Prendergast, LLP, on behalf of 

its rural and independent telephone carrier and wireless service provider clients (the “Blooston 

Rural Carriers”), hereby submits comments on the above-captioned Notice of Proposed 

Rulemaking.  The Blooston Rural Carriers understand that the problem of scam and other 

unwanted text messages is growing, and support the Commission’s and wireless industry’s 

efforts to protect consumers.  However, for small and rural service providers that may have only 

a few thousand customers, the potential cost of having to immediately deploy a yet-to-be-

developed technical solution is unknown and could impose disproportionate burdens on their 

operations.  Moreover, it is unclear whether adopting a potentially expensive solution that 

focuses on unwanted SMS/MMS messages will be effective at stemming the overall growth of 

unwanted texts when the vast majority of messages are sent via WhatsApp or other over-the-top 

(“OTT”) services.  And with the complex and ever-changing tactics employed by bad actors, the 

Commission should be mindful that any network level text blocking requirement it may adopt is 

likely to be sidestepped quickly by scammers finding new ways to exploit the messaging 

ecosystem.  

The FCC should heed the recommendations of its Consumer Advisory Committee 

(“CAC”) Text Blocking Working Group (“Text Blocking Working Group”) and encourage 
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broader adoption of industry best practices, such as CTIA’s Messaging Principles and Best 

Practices.1 It should also work with federal and state consumer protection agencies to educate 

consumers on how they can protect themselves from unwanted and illegal text messages.2  To 

the extent the FCC may adopt rules that require network-level text blocking, the Blooston Rural 

Carriers urge the Commission to give small carriers a reasonable amount of additional time to 

implement whatever solution(s) the Commission in conjunction with the wireless industry deem 

appropriate.  The Commission should also take steps to ensure that a variety of open-source text 

blocking solutions are available for small service providers, as opposed to exclusively licensed 

commercial products and/or services to reduce the overall cost of regulatory compliance.  

I. Telephone Number Spoofing Does Not Appear to Be a Significant Problem 

Contributing to Unwanted Texts 

The NPRM seeks comment on the extent to which spoofing (i.e., causing a caller ID 

service to knowingly transmit misleading or inaccurate caller ID information) is a problem with 

regard to text messaging today.  The Blooston Rural Carriers do not have a feasible way to 

quantify the extent that telephone number spoofing is a problem for rural consumers, but 

comments filed by cybersecurity company WMC Global suggests that this type of spoofing – 

involving the technical faking of a telephone number - isn’t happening with respect to text 

messages.3  As they explain, “Text message spoofing, or number spoofing, […] in our 

experience, is extremely uncommon in the US because the technology to accomplish this 

 
1  See FCC, Consumer Advisory Committee, Report on the State of Text Messaging at 19 (2022) (CAC 

Report). 

2  Id. 

3  See Comments of WMC Global, “Unlawful Text Messaging: Understanding What’s Really Happening and 

Evolving Industry Defenses,” CG Docket No. 21-402 (filed October 21, 2022) (“WMC Global Comments”) at p. 1. 
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spoofing is not the same as in other international markets.”4  They attribute this to the fact that 

there are “multiple ways to send text messages that don’t involve phone numbers, including short 

codes, email-to-SMS, and other A2P (application to person) channels.”5   

The Commission’s Text Blocking Working Group has also recognized that “in the U.S., 

the volume of messages sent on application or OTT platforms is about five times the volume 

exchanged over SMS/MMS.”6  When unwanted and malicious messages are carried via IP-based 

services like WhatsApp, or social networking sites like Snapchat or Facebook Messenger, they 

aren’t going to be stopped by SMS/MMS blocking.  This isn’t to say that reasonable efforts 

shouldn’t be made to block spoofed text messages when feasible at the network level.  Only that 

the Commission should continue to allow service providers to decide for themselves whether text 

blocking is necessary and whether it will be effective in protecting their customers. Allowing 

network-based blocking efforts to remain voluntary will give small service providers the 

flexibility to deploy their limited resources most effectively in response to an evolving threat 

environment.  The Commission should focus its efforts on coordinating with federal and state 

consumer protection agencies to promote consumer awareness on how to identify harmful and 

illegal texts (i.e., developing a “critical eye”), and use of existing device-level and application-

based tools as offering the best level of protection from this scourge.   

II. The Commission Should Encourage Familiarity With and Broad Adoption of 

CTIA’s Messaging Security Best Practices  

 As the messaging ecosystem evolves to keep pace with messaging’s popularity and 

 
4  WMC Global Comments at p. 2. 

5  Id. 

6  CAC Report at 5. 
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consumer trends, threat actors will continually evolve their methodologies to maximize their 

profits and avoid detection.  The Commission’s Text Blocking Working Group recognized this 

when they said, “[b]ad actors use ever-changing and increasingly complex tactics to commit 

fraud against consumers over text messages.”7 It is also clear that efforts need to be made by a 

wide variety of industry stakeholders in the messaging ecosystem in order to be effective.  

CTIA’s Messaging Principles and Best Practices,8 and more recent Messaging Security Best 

Practices,9 provide guidelines for companies at all levels of the text messaging ecosystem to help 

secure their platforms and protect consumers from bad actors and unwanted texts.  The 

Commission can have the greatest impact on preventing harm to consumers from unlawful text 

messages by encouraging familiarity and implementation of these voluntary guidelines.   

If the FCC finds it in the public interest to adopt rules that require network-level text 

blocking, the Blooston Rural Carriers urge the Commission to adopt staggered compliance 

benchmarks that give small carriers a reasonable amount of additional time to procure and install 

whatever network equipment or software is required, as it did when it mandated hearing aid-

compatibility for mobile wireless handsets.  The Commission should also take steps to ensure 

that a variety of standards-based text blocking solutions are available for small service providers 

as opposed to exclusively licensed commercial products and/or services to reduce the overall 

cost of regulatory compliance. 

  

 
7  Id. at 11. 
8  See CTIA Messaging Principles and Best Practices (July 2019) available at https://www.ctia.org/the-

wireless-industry/industry-commitments/messaging-interoperability-sms-mms  

9  See CTIA Messaging Security Best Practices (June 2022) available at https://www.ctia.org/the-wireless-

industry/industry-commitments/messaging-security-best-practices.  

https://www.ctia.org/the-wireless-industry/industry-commitments/messaging-interoperability-sms-mms
https://www.ctia.org/the-wireless-industry/industry-commitments/messaging-interoperability-sms-mms
https://www.ctia.org/the-wireless-industry/industry-commitments/messaging-security-best-practices
https://www.ctia.org/the-wireless-industry/industry-commitments/messaging-security-best-practices
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CONCLUSION 

The Blooston Rural Carriers applaud the Commission for initiating this proceeding to 

address the growing problem of illegal and unwanted text messages.  

Respectfully submitted, 

BLOOSTON, MORDKOFSKY, DICKENS,  

     DUFFY & PRENDERGAST 

 

 

 

By: D. Cary Mitchell  

John A. Prendergast  

Their Attorney 
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